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1. About This Document 
 

This document speaks to many provisions regarding premium rate services (PRS) contained in 

the current version of the Phone-paid Services Authority (PSA) Code of Practice. O2 offers this 

guidance to intermediary and merchant PRS providers in navigating the complex regulatory 

requirements in the UK mobile services and messaging market. As well as codes of practice and 

rules, these regulatory documents comprise multiple general, sector-specific, and service-specific 

guidance notes and notices of special conditions for specific services and service elements. 

Moreover, this document touches on O2-specific expectation for Bulk Messaging, RCS, Wholesale 

SIP and Digital ID, as O2 requires intermediaries and service providers to observe best practices 

for combatting fraudulent activity when offering subscriber services. 

 

The Audit Standards, in each Appendix, further illustrate O2’s interpretation of regulatory 

requirements. These comprehensive lists detail the breaches discovered in service audits and the 

actions O2 expects the responsible parties (intermediary providers, merchant providers, or both) 

to take to bring into compliance their advertising: purchase flows, including text and voice 

messaging; and helpline response. 

 

Please note, that this document does not contain, nor does it constitute, a full copy of the PSA 

Code of Practice. In respect of obligations related to PRS provision, O2 does not guarantee, 

warrant, or maintain that this document is complete, consistent, or accurate, and PRS providers 

must acknowledge that additionally legal or regulatory requirements, not included in this document, 

might apply to their provision of premium rate services. 

 

In respect of the PSA Code of Practice, this document in intended for reference and for guidance 

only, and it does not represent a definitive statement of PRS provider obligations under the Code 

of Practice. PRS providers are advised to conduct a comprehensive review of their obligations 

under the PSA Code of Practice, and other pertinent legal or regulatory requirements applicable 

to PRS provision. Furthermore, PRS providers should seek independent legal advice, when 

necessary. O2 assumes no liability in relation to a PRS provider’s breach of the PSA Code of 

Practice, or any other legal or regulatory requirements that result from the provider’s reliance on 

information in this document. 
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2. Introduction 
 

With the Phone-paid Service’s Authority (PSA) Code of Practice, the focus for industry remains on 

preventing actual and potential customer harm. O2 desires that is partners observe best practices 

when offering premium rate services (PRS) on its network. Such practices include striving to 

present PRS offers accurately and without confusion. Crucially, O2 expects its partners to treat its 

subscribers fairly and provide for ample consumer privacy and security. Moreover, O2 partners 

must offer, consistently, access to reliable, convenient customer service. 

 

With this document, O2 aims to guide its partners through the multiple industry regulatory 

documents and incorporate the former “Payforit Scheme Rules” written to address premium rate 

services and set out any requirements O2 expects its partners to meet. Importantly, however, in 

relation to premium rate services, this document is intended to serve only as guidance; it is not 

intended to replace regulatory documents. Furthermore, those regulatory documents referenced 

in this document and on which this document was derived are updated periodically. Such updates 

might supersede the guidelines and best practices described in this document. 

 

In relation to Bulk Messaging, RCS, Wholesale SIP and Digital ID, O2 also requires that its 

Intermediary Providers and Service Providers observe best practices when offering Subscriber 

Services and does not support activities aimed at defrauding Subscribers, and this is reflected in 

the corresponding terms for each Wholesale Service. 

 

For Bulk Messaging, these practices include striving to ensure that any SMS Message sent 

complies with UK data protection legislation, consumer privacy and security. For RCS, these 

practices include the brand ensuring consent to marketing from subscribers, before engaging in 

RCS chat through their chatbots. For Wholesale SIP, these practices include ensuring compliance 

with disclosure requests and data retention. For Digital ID, these practices include ensuring the 

services are only used for the purposes of fraud and risk management.  

 

These Audit Standards form part of (but do not limit) the Wholesale Services Agreement entered 

into between the Intermediary Provider or Service Provider and Telefonica. All capitalised terms 

used but not otherwise defined in these Audit Standards shall have the meanings given to them in 

the Wholesale Services Agreement. Occasionally, O2 might issue addendums to this document 

with guidance, specific instructions, or requirements for its partners and PRS providers. 
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Section A: Premium Rate Services 

3. Premium Rate Breach Process 
 

Premium rate service (PRS) providers incur penalties for breaches of this document delineated in 

Sections 4 and 5 of this document. Specifically, PRS providers receive Red Cards, Yellow Cards, 

or White Cards, depending on the severity level of the breach. As necessary and appropriate, O2 

reserves the right to notify other MNOs, regulators, or both about Red Cards or Yellow Cards 

issued to PRS providers. These penalties will be issued via the corresponding Intermediary 

Provider. 

 

3.1 Red Cards 

PRS providers are issued a Red Card when a product or service breach is considered severe and 

could cause brand, customer harm, or both. A product or service incurring a Red Card is removed 

immediately from the network and remains inoperative for a minimum of 10 calendar days. O2 

reactivates the product or service only when the PRS provider supplies evidence of compliance. 

For example, a PRS provider failing to employ age verification for a sexual entertainment service 

receives a Red Card. Red Cards are issued for Severity 1 breaches.1 

 

3.2 Yellow Cards 

PRS providers are issued a Yellow Card when a product or service breach constitutes an important 

failure but is considered less severe than a breach warranting a Red Card.  PRS providers must 

resolve a Yellow Card within two business days of notification. Should a PRS provider fail to supply 

O2 with evidence of compliance by the deadline, the product or service is suspended immediately 

from the network, and the Yellow Card may be upgraded to a Red Card. For example, a PRS 

provider failing to inform a user that he or she might receive marketing messages in an 

advertisement receives a Yellow Card. Yellow Cards are issued for Severity 2 breaches. 

 

3.3. White Cards 

PRS providers are issued a White Card to address a product or service breach that constitutes a 

poor practice or to address content that appears unclear or inconsistently. White Cards do not 

require immediate resolution; nonetheless, a PRS provider should resolve a White Card within 10 

business days of notification. For example, a PRS provider using the incorrect currency format 

‘GBP 3.00’ in an advertisement or in-service messaging instead of the correct currency format 

‘£3.00’ receives a White Card. White Cards are issued for Severity 3 breaches. 

 
1 The severity level for any particular breach is disclosed clearly in any audit notification 
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4. General PRS Requirements 
 

PRS providers are expected to follow the rules, outcomes, and best practices outlined in the 

current edition of Phone-paid Services Authority Code of Practice, its associated Guidance Notes 

and applicable Special Conditions. Furthermore, premium rate services must adhere to any O2-

specific rules. General requirements in this section apply to all types of premium rate services. 

Rules for specific PRS types are presented in Section 5, PRS Requirements by Product. All 

premium rate services, whether advertised online, in print, on TV, or via other means, must follow 

these basic guidelines for formatting and layout, content, and operation. 

4.1 Basic Promotional Requirements 
 

4.1.1 Avoid associating services with copyright material, libellous or discriminatory content, or 

illegal activity.  

4.1.2 Display and describe clearly, in the main body of the advertisement, the product or service 

customers will purchase, with an appropriate name, and the quantity of the product 

customers can expect to receive for the purchase price, if applicable. 

4.1.3 Display product or service description consistently among the main body of the 

advertisement, calls-to-action, and terms and conditions. 

4.1.4 Identify clearly the Level 2 provider.  

4.1.5 Display clearly the service hours of operation.  

4.1.6 Display clearly contact details where customers can make enquiries, seek help, or register 

complaints. Should a telephone number be used, it must be a free or non-premium rate 

UK number.    

4.1.7 Pricing 

a. Display clearly, in a legible font of sufficient point size, with sufficient contrast (as specified 

in 5.1.6) to background colour, in the main body of the advertisement, the full cost of service 

participation in pounds sterling and pence (e.g., £1.50 or 50p). 

b. Display the pricing simultaneously, prominently, and proximate to the call-to-action, 

ensuring that pricing is distinct from nearby text or graphics. 

c. Ensure that pricing is displayed consistently throughout the entire flow of the service, 

including in all promotional material and service messaging, when applicable. 

d. Describe clearly the number of messages the consumer will receive, if more than one, and 

the cost per message (in pounds sterling and pence) for each message users send. 

e. Avoid inappropriate use of the term free.  

4.1.8 Ensure key disclosures that could affect a user’s decision to purchase are clear and legible 

and require no close examination.  
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4.1.9 Avoid promoting services in an inappropriate manner and ensure that advertisements do 

not target consumers likely to regard the service offensive or harmful (e.g. advertising an 

adult service in a children’s game, sending explicit language in marketing messages).  

 

4.2 Content, Operation and Functionality 
 

4.2.1 Refrain from promoting or facilitating prostitution.  

4.2.2 Refrain from promoting or inciting hatred in respect of a protected characteristic against 

any group or individual. 

4.2.3 Charge users for the full advertised price only.  

4.2.4 Refrain from exceeding the daily spend limit (charge no more than £40.00 per day for each 

service).  

4.2.5 Use no more than three shortcodes to charge a single user for a Premium SMS programme 

and use only one shortcode per price point.  

4.2.6 Operate sexual entertainment2 services on only the approved shortcodes beginning 69, 

79, or 89. 

4.2.7 Deliver functional content or service access regardless of the service type.  

4.2.8 Deliver the advertised content or update the advertisement to reflect the available content. 

4.2.9 Indicate clearly when a product or service is incompatible with certain O2 devices.   

4.2.10 Obtain user consent before offering a substitute product or service. Ensure that the 

substitute product or service is appropriate.  

4.2.11 State clearly all the terms and conditions for the service and for dependent ancillary 

services.  

4.2.12 Avoid manipulating personal data to support false statements.  

4.2.13 Avoid references to consumption of controlled substances (e.g., alcohol, drugs, tobacco).  

4.2.14 Send an MT message, for web-based opt-ins, instructing users to reply where they are 

invited to enter their MSISDN.  Alternatively, a pin opt-in process may be employed.  

 

 

4.3  Service Messaging All Programmes  
 

4.3.1 Display the product or service name to ensure users understand that the message is 

related to the advertisement.  

4.3.2 Place ‘ADVERT’ or ‘PROMO’ before cross-promotion of other premium rate services, and 

ensure promotional material is displayed after the service information.  

 
2 The definition set out in the current Ofcom PRS Condition is: “Sexual Entertainment Service” means an 
entertainment service of a clearly sexual nature, or any service for which the associated promotional material 
is of a clearly sexual nature, or indicates directly, or implies, that the service is of a sexual nature 



 

© 2022 Telefónica UK Limited 

9 

4.3.3 Display clear opt -out information, associated with the shortcode and prefaced with ‘Reply’, 

‘Send’, or ‘Text’.   

4.3.4 Display contact details for customer support.   

4.3.5 Return a STOP confirmation message stating that the service has been terminated when 

a user sends a STOP message and terminate the service.  

4.3.6 Preface message with ‘FreeMsg’ or use sender address ‘FreeMsg’ when sending a free 

message to a user.  

 

 

4.4 Marketing Messaging 
 

4.4.1 Refrain from contacting users without their consent; ‘contact’ includes any form of 

marketing sent after a user has engaged with a premium rate service.  

4.4.2 Ensure users are explicitly and clearly informed before opting into a service that they might 

receive marketing messages, if applicable, and display clear opt-out information.  

4.4.3 Refrain from sending marketing messages more than six months after the date of last user 

consent.  

4.4.4 Ensure that marketing messages follow, where appropriate, the same promotional 

requirements in section 5.1, including, but not limited to, the following: 

4.4.5 Send such messages only to users who have consented to receive them.  

4.4.6 State the message senders contact details. 

4.4.7 Promote only an appropriate service based on the user’s previous opt-in.  

4.4.8 State clearly the service pricing and charge period (if applicable) in pounds sterling and 

pence (e.g., £1.50, 50p). 

4.4.9 Include at a minimum for premium rates subscription services, all Operator Extension 

requirements in section 4.1 a-f.  

4.4.10 State clear, correct opt-out information. 

4.4.11 Display opt-out information clearly and correctly in the advertisement and in messaging. 

For marketing messages, several opt out methods are allowed: 

a. STOP command to short code or a mobile number.  

b. Alternative keyword to a short code or a mobile number.  

c. Non-premium rate UK phone number that either allows the user to opt out using an 

IVR or instructs the user how to opt out using a preferred opt-out method. 

d. Email message opt-out.  

e. Hyperlink in the marketing message that opts-out a user automatically or that leads a 

user directly to a mobile webpage containing the opt out mechanism. 
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4.5 Digital Marketing 
 

Digital marketing is a broad term that refers to a variety of marketing practices delivered via online 

(web and mobile web) platforms. It is an effective way of reaching and converting consumers, and 

it is the key driver in the industry, generating revenue and engaging consumers. Abusing these 

legitimate marketing practises and processes for serving digital consumer advertising to promote 

premium rate services in a misleading or fraudulent manner, is concerning. PRS providers using 

digital marketing should be aware that under the Phone-paid Services Authority Code of Practice, 

they assume responsibility for all marketing of their services. PRS providers must adhere to the 

requirements in the Phone-paid Services Authority Digital Marketing and Promotions Guidance 

Note and the AIMM Digital Marketing Guidance. 

 

4.5.1 Refrain from promoting products and services in a misleading manner. 

4.5.2 Refrain from promoting unrelated content based on popular search terms among natural 

search results known as misleading SEM or SEO. 

4.5.3 Refrain from redirecting users to an unrelated third-party website to promote unrelated 

content known as typosquatting.  

4.5.4 Refrain from hijacking clicks to redirect users to an unrelated third-party website to promote 

unrelated content known as clickjacking. 

4.5.5 Refrain from misleading users into liking web pages they did not intend to like known as 

likejacking. 

4.5.6 Refrain from inserting malicious code within advertisements known as ad poisoning.  

4.5.7 Refrain from posting false URL links on social networking web websites to mislead users 

known as deceptive link sharing. 

4.5.8 Refrain from sending deceptive email spam known as phishing. 

4.5.9 Refrain from enticing users to nonexistent content via Facebook liking known as likeforcing 

or content-lockers. 

4.5.10 Refrain from sending unsolicited or misleading advertisements via the device status bar. 

4.5.11 Refrain from using misleading advertisements, including banners, pop-ups, and pop-

unders. 

4.5.12 Refrain from misleading users into completing PRS offers to unlock content known as 

content-lockers. 

4.5.13 Refrain from using hardware or sending advertisements via adware. 

4.5.14 Refrain from placing deceptive icons leading to premium rate services on mobile desktops. 

4.5.15 Refrain from advertising products and services via misleading dialogue box.  

4.5.16 Refrain from using ransomware or allowing a premium rate service to be used as a 

payment mechanism for ransomware.  
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4.5.17 Refrain from using scareware or allowing a premium rate service to be used as a payment 

mechanism for scareware.  

4.5.18 Refrain from using chargeware or allowing a premium rate service to be used as a payment 

mechanism for chargeware.  

4.5.19 Refrain from interfering with the natural operation of user’s device (e.g. preventing the 

browser back button from functioning, preventing the ability to close the browser window 

or tab, activating the vibrate function). 

4.5.20 Examples of miss examples of misleading language and poor advertising practises include 

the following: 

a. Creating an undue sense of urgency, employing language such as ‘respond now’ or using 

a countdown clock, for the user to complete a PRS offer. 

b. Offering ‘instant win’ opportunities, misleading users into believing they have already won 

or are guaranteed a prize (e.g. using wording such as ‘you have won’). 

c. Insinuating that users have an exclusive eligibility to win, misleading a user into believing 

that they are the only person eligible to win.  

d. Displaying misleading terms, such as ‘claim’, ‘you may have one unclaimed prize’, or 

‘congratulations’, when the user has yet to win a prize.  

e. Implying exclusive customer selection, stating that users have been selected specifically 

in some way (e.g., ‘you have been selected for a chance to win...’) 

 

 

4.6 Other Marketing 
 

4.6.1 Alternative marketing text messages are designed to bring a consumer straight from the 

message to the payment screen on behalf of the Merchant to make a product or service 

purchase without having to go through the Merchant pages. An example of this usage is 

topping up an existing account or points or credits. These can only be sent by the TPI to 

marketing opted-in consumers and may include an intermediary providerURL link to the 

pricing notification screen of the payment flow. The message must contain an opt-out 

facility. 

4.6.2 Intermediary Providers may send an option service delivery text message for when a 

consumer leaves a payment flow for any reason without completion (checkout 

abandonment). Checkout abandonment messages may not be used as a marketing 

instrument. Only one message should be sent. Direct the consumer via the URL to a 

merchant landing page, site or new payment session only, never to an existing purchase. 
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4.7 Age Verification and Notification 
 

PRS providers must ensure, when possible, that users under the age of 18 are not exposed to 

adult content or services. Protective measures include using MSISDN lookup or taking reasonable 

steps to verify the age of all virtual chat service users. For gambling services, when the PRS 

provider conducts sufficient age verification with new user registration in accordance with the 

Phone-paid Services Authority guidelines and the requirements for holding a UK gambling licence, 

no MSISDN look up is required.  

4.7.1 Refraining from following: 

a. Allowing non-age-verified MSISDN access to adult content. 

b. Implying that persons under the age of 18 may participate in sexual entertainment services. 

4.7.2 Conduct sufficient age verification when a new user registers, or block access to gambling 

services on non-age-verified devices. 

4.7.3 State clearly that users must be 18 or older to access all sexual entertainment services or 

gambling services.  

4.7.4 Adhere to the following: 

a. Require that users of PSMS adult chat services are 18 or older. 

b. Require users to verify the age before access (opt-in) is granted to PSMS adult chat or 

virtual chat services. 

4.7.5 Notify virtual chat users that they must be 16 or older. 

 

4.8 Children’s Services 
 

For the purpose of PRS regulation, children are defined as individuals under the age of 16. In 

addition to the requirements in this section, children’s services must adhere to the applicable PRS 

requirements outlined in the other sections.  

4.8.1 PRS providers should adhere to the following: 

a. Price services at a maximum of £5.00 for a single purchase or £5.00 per month for a 

subscription. 

b. Refrain from exceeding a £20.00 spend cap per service in a month. 

c. Offer only content suitable for the intended audience.  

d. Avoid offering cash prizes or prizes readily converted to cash in competition services that 

might appeal to children. 

4.8.2 Promotional material should adhere to the following: 

a. Indicate clearly that the bill payer’s permission is required, and disclose age restrictions, 

when applicable.  

b. Avoid targeting underage users directly with appeals to purchase products.  

c. Avoid vulgar language and inappropriate graphics. 
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4.9 Competition Services 
 

Competition services are broadly defined as services were consumers can win or claim prizes. In 

addition to the requirements in this section, competition services must adhere to the applicable 

PRS requirements outlined in the other sections.  

4.9.1 Display complete competition or game information, including information that might 

preclude user’s participation.  

4.9.2 Describe clearly how competitions and games operate, including applicable restrictions, 

tie-breaking procedures, description and available number of major prizes, and vouchers 

value. 

4.9.3 State the method by which users can request further information.  

4.9.4 Avoid suggesting that winning is a certainty, exaggerating the chances of winning, or 

implying that items, which may be claimed by all or by a substantial majority of participants, 

are prizes. 

4.9.5 State clearly the competition and date.  

4.9.6 Ensure an ‘element of skill’ is required or a free entry route is available to users participating 

in competitions and games. 

4.9.7 Ensure competitions close on the end date and prizes are awarded within 28 calendar days 

of this end date or a period stated clearly in the advertisement.  

4.9.8 Ensure that users are not subject to costs to claim prizes.  

4.9.9 Avoid stating or implying that premium rate services are the only route to entry for users 

when a free route or cheap entry route is available.  

 

4.10 Dongles, MiFis and Tablets etc 
 

4.10.1 Where specific handset capabilities are required to access a Premium Rate Service, it 

should be made clear to the End User, prior to incurring a charge for said service. 

4.10.2 If the Intermediary provider detects that a tablet is not able to support shortcode SMS no 

service should be offered that requires content delivery via a shortcode, opt-out to a 

shortcode, and SMS receipt message (e.g. receipt reminder, SMS subscription 

acknowledgement etc). BUT if it is a URL based service it is permissible but all reminders 

etc from shortcode SMS must go by email. 

4.10.3 The Intermediary provider must capture and validate the consumer email address prior to 

proceeding to the purchase call to action and send an email receipt for all successful 

payment transactions. The email address can be stored by the Intermediary provider so 

that the user doesn’t need to re-enter on each purchase. 
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4.11 Helplines and Customer Support 
 

4.11.1 Failure to offer adequate Customer Service results in an immediate service suspension 

with the reinstatement following the standard Red Card SLA or at the discretion of O2. 

4.11.2 Merchants must offer a refund or credit facility in line with their legal obligations and 

consumers must receive refunds without unnecessary hurdles. 

4.11.3 Provide consumer telephone support internally or through contractually obligated 

merchants, third party providers (i.e., independent Customer Service representative), or 

both. 

4.11.4 Provide telephone support, at a minimum, Monday through Friday, 9:00 am to 5:00 pm, 

and take voicemail messages outside these hours. 

4.11.5 Respond to consumer support request within one business day, and resolve consumer 

support requests within two business days. 

4.11.6 Advise consumers to text a STOP command to terminate a mobile subscription service or, 

if requested, terminate a subscription service manually on behalf of a consumers. 

4.11.7 All helpline numbers must be a UK non-premium rate number, consumer complaint 

facilities must not use 087 or other premium rate numbers such as 084. Merchants and/or 

Intermediary providers are required to provide, and effectively publicise, a complaint facility 

operated on a number range which is compliant with the regulations. 

4.11.8 All Customer Service must be provided in fluent English language. 

4.11.9 Merchant and/or Intermediary providers must supply an email address for Customer 

Support. 

4.11.10 It is the Intermediary providers responsibility to ensure that all contact details are up to date 

on all relevant sites, portals, documents and databases. 

 

4.12 PRS Audit Requirements 
 

Intermediary providers are expected to maintain thorough documentation for each consumer 

transaction. Listed below are the components necessary for audit logs. At all times, Intermediary 

providers must be prepared to provide audit logs as requested by O2. Intermediary providers must 

record all purchase process events from the preceding 12 months in an audit log, including the 

following: 

4.12.1 A time stamp to log the time spent navigating it and a record of which link on a page was 

selected to access the next page. The addition of screenshots covering the journey would 

be considered best practice.  

4.12.2 Consumer (MSISDN, IP Address, user agent profile), Merchant involved in the event. 

4.12.3 Event description in clear English. 

4.12.4 Screen grabs from typical events stored frequently. 
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4.12.5 Delivery status of all text message receipts 

4.12.6 Description of billing option and payment flow used (e.g. Web MT, Mobile MO) 

4.12.7 URL and price of purchased product or service. 

4.12.8 Event status – success or failure. 

4.12.9 Abandonment and cancel rates. 

4.12.10 Intermediary providers must have clear data protection policies in line with regulations. 

4.12.11 To keep a full record of the consumers consent for the service, the Intermediary providers 

must retain the HTML source code of ever merchant pages the consumer interacts with for 

12 months. For clarification, this means the HTML and CSS for each page impression and 

image and not a template version of a page. The Intermediary provider does NOT need to 

store the purchased content. When using a proxy system the Intermediary provider must 

ensure not only the cached images but also the code underneath them is checked and 

verified. 

4.12.12 To ensure an indisputable audit trail, the consumer may only pass through on Intermediary 

provider MSISDN white listed URL between viewing an advert (e.g. a banner advert on a 

third party site or pay per click advert) and visiting a selection screen controlled by the 

Intermediary provider. Any exception to this must be approved in writing by O2. 

4.12.13 For high risk services, it is recommended that the Customer Service calls, in addition to 

retaining call logs, are recorded. This allows for the call recordings to be analysed by the 

Intermediary provider for any trends in consumer grievances.  

4.12.14 If applicable, include the following additional components in the audit log: 

a. Consumers’ acceptance of the one-off charge, or subscription, and the text presented. 

b. Consumers’ requests to O2 for a charge or refund and corresponding success or failure 

c. Consumer’s STOP commands. 

d. Consumer’s subscription termination. 

e. Intermediary providers unique Payment code or subscription code, generation and 

storage against the associated MSISDN and MT or MO text message. 

f. Consumers’ opt-in to future marketing from the Merchant. 
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5. Premium Rate Service by Category 
 

5.1 Charge to Mobile (C2M) and online services 
 

PRS providers of C2M and online services are obligated to follow the O2 mandate and rules set 

out in this document, in addition to the Phone-paid Services Authority code of practice. 

All transactions for C2M and online services are conducted by the Intermediary provider who 

systems meet the standards set out in this and related documents. Compliance to these standards 

is an ongoing obligation for Intermediary providers who wish to continue to conduct business and 

subject to formal review not less than once a year. (see appendix C: Security Framework). 

O2 Mandate 

Where a service and/or content, is discovered, delivered and/or consumed through an O2 

network or Wifi connected device, charging the user the cost of their content to their O2 

mobile phone bill or decrementing  from their O2 pre-pay account, the rules set out in the 

O2 Audit Standards for Charge to Mobile and online services must be adhered to. 

Additionally, all payment pages must be fully hosted by the Intermediary Provider unless 

given written approval for an exemption by O2.  

5.1.1 Charge to Mobile Session. 

a. Create a unique session ID at the entry point to each C2M request. Retain the same 

session ID for all navigation within one session. Log the session ID as charged when 

the consumer is billed. Check the billed status of each session before each billing 

request to ensure the MSISDN has not been charged previously and charge the 

MSISDN only once per session.  

b. If the consumer selects the ‘Retry Payment’ Call to Action, then they must be returned 

to the Payment Screen to reconfirm their purchase. The Intermediary provider should 

not attempt a billing retry on the network.  

c. When the Intermediary provider offers multiple, time limited, purchases such as via 

paywalls, the minimum period that can be offered is 24 hours. 

d. The PRS provider must supply consumers with their receipt, via the Intermediary 

provider, and product or service immediately after purchase completion and successful 

billing. The content must be, and work as advertised.   

e. Each competition must be billed immediately, and the SMS receipt sent immediately. 

f. Marketing messages may only be sent in accordance with GDPR rules. 

g. Every service message must be sent from a ‘repliable’ shortcode i.e. with a reply path.  

h. All MT service messages must be free to the receiver and be routed through the 

consumer’s mobile network.  

i. All MO service messages must be standard network rate or less. 
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j. The Intermediary provider must charge the consumer for Subscriptions triggered by 

that Intermediary provider only. The Intermediary provider must ensure that billing 

requests to O2 are for valid, active subscriptions and services only, including removing 

consumers from STOP commands and the Intermediary provider must be able to 

provide auditable opt-in evidence upon request. 

k. Any service migrations must be auditable and require prior permission. 

5.1.2 MSISDN handling. 

a. MSISDN’s must not be recorded before a sale is made. 

b. Obtain the MSISDN (or AMSR/equivalent) only from O2, from the consumer directly or 

from an inbound text message to the Intermediary provider shortcode. 

c. Intermediary providers must validate the MSISDN through one of the Customer 

Experience Flows. MSISDNs must not be collected outside of the Charge to Mobile 

Consumer Experience Flow.  

d. Intermediary providers must only pass the MSISDN to the Merchant under contract 

solely for the purposes of: Product or service delivery; Customer Service; Marketing 

(but only if the marketing opt-in tick is selected by the consumer). In all other cases, 

Intermediary providers must safeguard consumer MSISDNs from Merchants and other 

Intermediary providers. 

5.1.3 Screen Rules when using Charge to Mobile flows. 

Prepayment Pages. 

a. There must be a clear transition from the promotional pages to the payment flow. The 

promotional pages must not be misleading, must not seek to obscure the transition by 

replicating the style and layout of any aspects of the payment pages. 

b. The skill element of a competition must appear on a pre-lander immediately prior to the 

payment pages and must contain the relevant information. 

c. There must be no interference with the natural operation of the user’s browser or 

device. 

d. Charges must only be made through the Charge to Mobile payment pages. 

5.1.4 Payment Screen and Page Design. 

The Intermediary providers will be held accountable for any misconduct originating from 

merchants, affiliates, advertisers or any other party in the journey chain. 

a. The Intermediary provider must control the serving of all HTML, CSS, and image 

content for all payment screens served directly to the consumer. The merchant may 

not serve any screen that contains any chargeable actions to the consumer outside of 

the control of the Intermediary provider. 

b. Buttons must perform as expected including returning from the links to terms etc. 

c. Only the Intermediary provider is allowed to control Purchase Buttons on a page and 

all parameters must be encrypted to ensure robust verification. 
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d. Intermediary provider's must ensure age verification is completed using O2’s API. If 

unverified the charge can not be completed. 

e. A presented image must not exceed 2/3 of the screen size.  

f. Marketing opt-in tick-box to be shown as unticked on the second purchase screen.  

g. Where relevant, competition terms and conditions must appear below both purchase 

buttons.  

h. Merchant identity must be clear, and each merchant branded scheme presented 

consistently. If the Merchant logo or brand is on the previous screen, it must remain on 

the following screen throughout the payment flow. If a different image is presented on 

the second screen, it must be consistent with the image presented on the first screen. 

The name of the product/service being purchased must be consistent with the 

product/service selected by the consumer on the Merchant site. The web identity of the 

merchant must be the same as that used in all text receipts and service messaging.  

i. The Intermediary provider should ensure that all key information that could affect a 

consumer's decision to purchase must be legible and remain above the fold when the 

merchant’s site is viewed in landscape mode.  

j. All C2M payment screens or buttons served into the Merchant environment must be 

free from any Merchant display items that were positioned over the payment frames. 

They must be free from any moving, flashing or other mechanisms that would be 

considered to obfuscate the display, to prevent or distract the consumer from reading 

the information. Questions, offers and other texts not pertinent to the consent to charge 

process must not be mixed with the consent to charge on the payment page. 

k. It is the Intermediary provider's responsibility to ensure that all clickable hyperlinks and 

purchase buttons are sufficiently spaced so that a charge cannot be accidentally made 

and that they work correctly.  

l. An Exit button is required on all payment screens, but it is optional on the Payment 

Received screen. This Exit link must take the consumer back to the merchant screen 

with the merchant advised that the consumer has cancelled in order for the correct 

business logic to be deployed. 

m. The Customer Support phone number can use “click to call” smartphone function. The 

Customer Support email address can use “click to email” smartphone function.  

n. There must be a hyperlink to separate Merchant terms. These terms should be clear 

and not be misleading. 

5.1.5 Charge Notification Field. 

a. A short, clear, unambiguous explanation of the service being offered for purchase and 

all relevant information including the price and relevant billing frequency must be 

displayed on every page of the flow used, above the Purchase button. 
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b. The price of the product or service must be presented clearly using the correct symbols 

and must not be misleading. 

c. The Charge Notification must also explicitly state “This will be charged to your mobile 

phone bill” on every screen. 

d. The Charge Notification must be legible, prominent and immediately proximate to the 

Consent to Charge buttons. 

e. Instructions should appear immediately above the relevant boxes (Please enter your 

mobile number. Please enter this PIN) with additional instructions. (Don't know your 

mobile number? You'll receive a code within 2 minutes. Resend Code) directly below 

the relevant box. 

f. In competition subscriptions a Charge Notification field must appear directly below the 

Answer Box, provide all relevant information and comply with relevant subscription 

rules. 

5.1.6 Call to Action, Consent to Charge and Purchase Buttons. 

a. Consent to Charge buttons must be appropriate to the transaction. 

b. Where relevant, competition terms and conditions must appear below both Purchase 

buttons. 

c. First Consent to Charge Button. Action words much be used such as: Buy Now, Donate 

Now, Subscribe Now, Subscribe Now after <period> trial. 

d. Second Consent to Charge Button. When the MSISDN is confirmed the charging 

confirmation must appear on the Second Purchase Button: “Confirm this charge to your 

mobile” 

e. Competition Consent to Charge button should be clickable only after the user 

completes the skill element. 

f.  Where relevant, competition terms and conditions must appear below both Consent 

to Charge buttons. 

g. Where relevant, a password/pin entry box must appear immediately above the Second 

Consent to Charge Button. 

h. Contrast Ratio is determined by WCAG 2.0 guidelines 

http://www.w3.org/TR/WCAG20/ and tested using typical online tools such as 

http://www.msfw.com/Services/ContrastRatioCalculator 

i. Across a two-step payment process, the two buttons must be a different colour to each 

other with a minimum contrast ratio of 2:1 

j. Purchase button colours must ensure the contrast between text and button colour is 

as follows: 

a. Convert the dominant background colour to HSL (hue, saturation, lightness) 

b. Present the text in white (#FFFFFF) when the lightness is less than 50%. 

c. Present the text in black (#000000) when the lightness is greater than 50% 
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d. Present the text in either white or black when the lightness is exactly 50% 

k. Both button colours must have a minimum contrast ratio of 4:1 to the background colour 

that surrounds the button. 

l. Background colours must be solid with no gradients, patterns or shadows permitted. 

m. Buttons much be horizontal with the button text as well as horizontally presented 

central to both horizontal and vertical axis. 

n. Button-width is 270px wide and should be positioned at least 10% away from the edge 

of the phone’s screen – this applies to the first and second buttons. 

o. Both buttons have a padding of 10px around all edges, border radius of 7 to 11px, 

central aligned text and no CSS text decoration. 

p. Buttons can be graduated with a top to bottom darkening of colour with the contrast 

ratio between top and bottom colours no greater than 2:1. 

q. Buttons can have rounded corners between 7 to 10 pixels. 

r. Buttons can have a border that is either the same as the darkest part of the button or 

black (#000000) or white (#FFFFFF). 

s. Both buttons will only contain text without any logos, images or icons. 

t. Button text must be 12px to 14px, black (#000000) or white (#FFFFFF). All text on the 

buttons is of the same font, colour and size and must be the same font, style and size 

as the Charge Notification text. Title casing or sentence casing is permitted. 

u. A maximum of 8px gap and minimum 2px gap between the end of the Charge 

Notification text and the top of both buttons must exist. 

5.1.7 Charge to Mobile Flows. 

This should be a two step process where both purchase buttons must be clicked to provide 

the consumer’s consent to be charged, and the charge cannot be applied until the second 

button has been clicked. 

a. Step 1 – First screen options: 

a. The consumer must explicitly acknowledge they understand the transaction 

and consent to charge by clicking the First Purchase Button OR 

b. The consumer must explicitly acknowledge they understand the transaction 

and consent to charge by entering their MSISDN and clicking the First 

Purchase Button on the first screen. 

b. Step 2 – Second screen options: 

a. On the second screen a unique pin code (4 or more alphanumeric characters) 

must be entered into a box on the screen within 15 minutes of being sent and 

then expired and not used for the next 5000 transactions. The purchase button 

must then be clicked to explicitly acknowledge the consent to charge to the 

mobile and complete the purchase OR 
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b. A keyword (alphanumeric with one character or more) with a response to link 

the Charge to Mobile session with the MO message. Links and keywords 

should be valid for 15 minutes and then expired OR 

c. Other flow agreed between the Intermediary provider and O2 which meets the 

mandate requirement for an offline verification as part of the consent to charge 

process. 

c. If the MSISDN or codes are entered incorrectly and the Purchase buttons pressed, the 

Intermediary provider should present the red error messages “Enter valid mobile 

number” or “Enter valid code”. If the MSISDN and/or code is entered incorrectly three 

times, then the Intermediary provider should move to an alternative approved flow or 

cancel the purchase. 

d. The Intermediary provider must ensure the PIN codes cannot opt the consumer into a 

different active service (i.e. codes misspelled accidentally must not match the opt-in 

for another active service on the same shortcode). 

e. Charge only the MSISDN from which the PIN code originated and terminated. 

5.1.8 Payment Received and Failure Screens. 

a. If successful, Intermediary provider must present the relevant Payment Received 

Screen and return the consumer to the Merchant for the product or service delivery 

and send an immediate text receipt to the consumer. 

b. The Payment Received Notification Field must describe the purchase. 

c. The wording on the Payment Received button must be contextual to the consumer 

journey and the fulfilment of the service and for subscriptions Payment Received must 

be replaced with Mobile Subscription Activated. 

d. The consumer may be informed that they will be waiving their right to a refund if they 

click the button to continue to the service. 

e. Optionally, the Payment Received screens can autodirect to purchases content after 5 

seconds as long as CCR obligations have been discharged. 

f. If unsuccessful, or if the required response is not received withing 15 minutes, the 

Intermediary provider must present the relevant Failure Screens to the consumers. 

g. After entering a competition, the consumer must be taken to a confirmation page which 

indicates that they have successfully entered the competition. Any additional 

competition promotions should clearly indicate this is a separate competition and must 

start on a new page (not a Payment Received/Subscription Activated page) with 

manual navigation by the consumer to select the option of entering an additional 

competition. There must be no other promotional information on this page. 

5.1.9 Service Messages 

a. If the purchase is successful, the Intermediary provider must send an immediate text 

receipt to the consumer using the required elements. 
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b. Wording for text message receipts should include the relevant information. Additional 

text must not obscure required information. 

c. Link the consumer back to the Payment Received screen or Merchant service for all 

payment flows from within the text message receipt.  

d. All text receipts and verification texts must indicate that the charge will be applied to 

the consumer’s mobile phone bill or pre-paid account. 

e. If an alternative mobile number is provided the receipt message must be sent from the 

network of that number. 

f. The sender address for the Receipt Text should be sent from a repliable shortcode to 

which the consumer can reply ‘STOP’. All Welcome messages and monthly spend 

reminders must also use the same shortcode and support the STOP command. 

g. The MSISDN verification text messages are crucial to the completion of the Charge to 

Mobile payment flows. The relevant information must therefore be included. 

 

5.2  PSMS Chat 

PSMS chat is defined as a premium rate service that allows message exchange between two users 

or between a user and an operator. Such services may be marketed, as appropriate, to adults and 

over-16s. PSMS Chat also includes services that enable consumers to view and to interact with 

either other users or an operator via webcam in real time. In addition to the requirements in this 

section, PSMS chat must adhere to the general PRS requirements outlined in Section 5. For 

services employing an instant messaging mechanism, please refer to the Phone-paid Services 

Authority Virtual Chat Services Guidance Note, Section 5 for additional instructions. 

5.2.1 Require users to verify their age, using MSISDN lookup or asking users for their date of 

birth, before allowing participation in chat services.3 

5.2.2 Bill users only after they confirm their date of birth. 

5.2.3 Send a distinct spend reminder message, displaying the service price and stating the user 

has spend £10, each time virtual chat users spend £10 within a calendar month.4 

5.2.4 Bill users only after £10 spend reminder and after they confirm their intention to continue.5 

5.2.5 Display opt-out information clearly before a user is charged for the service; when the 

message is SMS-based, associate that opt-out STOP command with the shortcode and 

preface with ‘Reply’, ‘Send’, or ‘Text’. 

5.2.6 Avoid words such as ‘meet’ and ‘date’ that might suggest that a face-to-face meeting is 

possible after opt-in for services that are operator-to-user. 

 
3 Users must be age 16 or older to access a virtual chat service. Users must be age 18 or older to access a chat service 
containing adult content. 
4 Quiz services employing a chat mechanism that sends questions as messages and expects users to respond should send a 
£10 spend reminder message, unless each question message displays the response price. 
5 Continuing to chat is regarded as confirmation. 
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5.2.7 Refrain from displaying user contact details for other users to see. 

5.2.8 Display clear advice on appropriate safeguards users should take when they have the 

ability to exchange contact details or to meet other users. 

5.2.9 Disclose that users lose credit on session termination (e.g., closing webcam window, tab, 

or browser), if applicable. 

5.2.10 Display clearly the total number of MT message sent per MO call to action. 

5.3  PSMS Subscriptions and Alerts Services 
 

PSMS subscriptions are defined as premium rate services that involve a recurring premium rate 

charge. This definition also includes Alerts Services. PRS providers offering PSMS subscriptions 

must adhere to the guidelines outlined in the current version of the PSA Code of Practice, its 

associated Guidance Notes, applicable Special Conditions, and the Operator Extension. In 

addition to the requirements in this section, PSMS subscriptions must adhere to the general PRS 

requirements outlined in Section 5.  

5.3.1 In addition to the following requirements, subscription services or Alert Services required 

pre-approval from O2. 

5.3.2 Implement the relevant requirements outlined in the Operator Extension. 

5.3.3 In particular, promotional material must ensure the following: 

a. The fact that the service is a subscription service. 

b. The name of the service (should be consistent throughout the advertising and all 

subsequent messaging). 

c. The subscription cost and charging frequency in pounds sterling and pence 

d. Initial and additional fees if relevant. 

e. Any other relevant information that would affect the consumers’ decision to commit to 

the transaction. 

f. Clear information related to any intent to market to the consumer and an opt-out 

facility or instruction to prevent such marketing. 

5.3.4 Display each required listed above in the following: 

a. Proximate to call-to-action or shortcode in all advertising. 

b. In point size at least 50 percent as large as the call-to-action point size or 10 points, 

whichever is larger, in print and web-based advertising. 

c. In the same font as the shortcode font in relevant TV advertising, with monochrome 

colour and background (black on white or white on black) and with high contrast. 

d. Static for the duration of relevant TV advertisements. 

e. On the first page of print advertising, in the main body of the advertisement. 

5.3.5 Implement a voiceover in TV advertising, articulating the requirements displayed above. 



 

© 2022 Telefónica UK Limited 

24 

5.3.6 Display clear subscription opt-out information, and associate the opt-out STOP command 

with the shortcode and preface with ‘Reply’, ‘Send’, or ‘Text’,  and ensure that users can 

exit the service anytime. 

5.3.7 Avoid the following: 

a. Employing unfamiliar abbreviations and acronyms in advertising copy and related 

service messaging. 

b. Referencing other products or services meant to confuse or obfuscate relevant 

information about the product or service. 

5.3.8 Ensure service messaging follow requirements set out in Section 5.4 of this document, in 

addition to the following: 

a. Opt-In Messages: 

• Instruct the user to reply to opt-in messages; alternatively, employ a PIN opt-

in process. PSA. 

b. Confirmation Messages: 

• Deliver the message to subscribers immediately on opt-in or within 24 hours 

of opt-in. 

• Adopt the mandated message formatting style, including prefacing the 

message with ‘FreeMsg’ if it is free to receive. 

c. Spend Reminder Messages6: 

• Send the message when a consumer has incurred charges of £20, or each 

month, whichever occurs first. 

• Adopt the mandated messaging formatting style. 

• Display the name of the service and the contact details for customer support. 

• Indicate clearly that the service is a subscription, using the word ‘subscription’ 

or ‘subscribe’. 

• Display pricing and the charge period clearly. 

• Display clear opt-out information, associated with a shortcode and prefaced 

with ‘Reply’, ‘Send’, or ‘Text’. 

 

5.4  PSMS Charity Donations 
 

PSMS Charity donations are defined as premium rate services where either all or part of the total 

sum paid by users is paid out to an intended beneficiary. In addition to the requirements in this 

section, PSMS charity donations must adhere to the general PRS requirements outlined in 

Section 5. 

 
6 Programmes priced at less than 50p per product may display cost-per-charge and opt-out information reminders at the 

end of the product or charge messages monthly. 
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5.4.1 Describe clearly the beneficiary of the fundraising or charity programme.  

5.4.2 State clearly the sum per donation that will be paid to the beneficiary.  

5.4.3 Only use the designated charity shortcode range (i.e., 70000-70999) for MO and MT 

transactions. 

5.4.4 All Charity MO’s should be set at 10p. 

In addition to those requirements stated previously, PRS providers offering PSMS charity 

subscriptions must adhere to the Phone-paid Services Authority Notice of Special Conditions for 

Recurring Donations. 

5.4.5 The confirmation message must display clear SKIP information, associated with the 

service shortcode, and prefaced with ‘to miss a gift text’. The SKIP facility is optional, 

however, when employed, the SKIP information must appear clearly in these messages. 

5.4.6 The subscription spend reminder message must: 

• Send a message every month, 24 hours before the user is due to be charged. 

• Display clear SKIP information, associated with the service shortcode, and prefaced 

with ‘to miss a gift text’ 

• Display clear opt-out information, associated with a shortcode and prefaced with 

‘Reply’, ‘Send’, or ‘Text’, once every three months. 

5.4.7 Return a SKIP Confirmation message that states that the donation will not be charged for 

the next charge period when a SKIP message has been sent by a user, and cease 

donation for the next charge period. 

5.4.8 Send a free message, including clear opt-out information, to the user when the SKIP 

command is applied for three consecutive months. 

 

5.5 Premium Voice 

Premium voice, available only to mobile device users, is defined as a premium rate service that 

employs voice calling and charges users via voice shortcodes. Services that charge 25 pence 

per minute or less and correspond to an 08 number are considered standard rate services and 

are not subject to customer support requirements. Nonetheless, services that correspond to an 

09 number are premium rate services and are subject to applicable requirements. In addition to 

the requirements in this section, premium voice services must adhere to the general PRS 

requirements outlined in Section 5. For services employing an eavesdrop facility, please refer to 

the Phone-paid Service Authority The avoidance of undue delay Guidance Note, Section 3, for 

additional instructions. 

5.5.1 Display clearly all pricing, including any applicable connection fees, with the charge 

period in the main body of the advertisement, when applicable (e.g., £1.50/min or £1.50 

per minute; 50p/min or 50p per minute).   
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5.5.2 Refrain from displaying user contact details for other users to see. 

5.5.3 Display warning outlining the risks of disclosing personal details via chat. 

5.5.4 For live entertainment and chatline services, display a warning that all calls will be 

recorded. 

5.5.5 Calling: 

a. Connect the user to the advertised service only. 

b. Inform users after £15.00 has been spent on the call for sexual entertainment, live 

entertainment, chatline, and professional advice services (excluding counselling 

services). 

c. Terminate sexual entertainment, live entertainment, chatline, and professional advice 

services (excluding counselling services) after a user has spent £30.00 per call, 

unless user confirms their intent to continue. 

d. Terminate sexual entertainment, live entertainment, chatline, and professional advice 

services (excluding counselling services) after a user has spent £40.00 per call. 

e. Terminate children’s services after a user has spent £5.00 per call, and do not charge 

more than £20.00 in a month. 

5.5.6 All Live Services must have an introductory message, which clearly states the following: 

a. The call costs, in pounds sterling and pence, with the charge period. 

b. The identity of the Level 2 provider. 

5.5.7 Live entertainment and chatline services must state in the introductory message the 

following: 

a. That all calls made to the service are recorded. 

b. That callers either must be the bill payer or must have the bill payer’s permission. 

c. That call details might appear on the caller’s phone bill. 

d. That callers must be over the age of 18 to use the service. 

5.5.8 Ensure the following: 

a. State only the relevant regulatory messages required for the service category 

associated with the offer. 

b. Ensure that introductory messages do not exceed 30 seconds. 

c. When a menu facility is employed, the information and descriptions are brief and 

relevant. 

d. Callers are not placed in a queue or prevented from or delaying in accessing the 

service or key information. 

5.5.9 Display the full cost of a connection fee, clearly, in pounds sterling and pence (e.g. £1.50, 

50p), in service messaging, if applicable. 
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6. Bulk SMS Services general requirements 
 

These Audit Standards form part of (but do not limit) the Wholesale Services Agreement entered 

into between the Service Provider and Telefonica. All capitalised terms used but not otherwise 

defined in these Audit Standards shall have the meanings given to them in the Wholesale 

Services Agreement. 

The Service Provider must observe best practices when offering Subscriber Services. These 

practices include striving to ensure that any SMS Message sent complies with UK data protection 

legislation, consumer privacy and security, Code of Practice defined by MEF and does not 

support activities aimed at defrauding Subscribers. 

6.1  Combatting Phishing by SMS 

6.1.1 In these Audit Standards “Customer” means Telefónica and the brands that Telefónica is 

working with on a trial basis to block SMS Messages which misrepresent brands to 

Subscribers, including through Phishing by SMS. 

6.1.2 The Customer Headers List in Appendix F to these Audit Standards (as updated by 

Telefónica from time to time) and the list of Headers issued by MEF, provides the precise 

SMS headers used by Customers.  

6.1.3 The Service Provider may only send SMS Messages that use headers contained in the 

Customer Header List if the relevant Reseller and/or Merchant has the prior written 

consent of the relevant Customer, and Service Provider must produce that consent to 

Telefónica upon Telefónica’s request. 

6.1.4 The Service Provider must immediately block any SMS Message which appears to be 

related to the Customer with a header address that is not from the Customer Header List 

but contains wording similar to the relevant header in the Customer Header List (e.g. the 

header includes spaces or other characters before, after, between or in replacement of 

the characters of the header set out on the Customer Header List – for example 02, O 2, 

_O2, RB5, Hal!fax or Nat west UK).   

6.1.5 Any SMS Messages that uses a header from the Customer Header List but originates 

from outside of the United Kingdom must be immediately blocked.  

6.1.6 Service Provider must monitor its Merchants’ and Resellers’ connections for irregular 

SMS Message traffic patterns, and use insights gained from such monitoring to detect 

and block Phishing by SMS incidents. 

6.1.7 Service Provider will provide Telefónica with a monthly report of all SMS Messages 

blocked by Service Provider in accordance with the requirements of these Audit 

Standards.  

 



 

© 2022 Telefónica UK Limited 

28 

6.2 Message content validation and blocking 

6.2.1 Any SMS Message delivered which includes a call to action (eg a URL) should be 

validated by Service Provider to ensure that the call to action is not imitating/passing 

itself off as a Customer.  The validation should apply to all SMS Messages before 

delivery.  For example, Telefónica’s URL is O2.co.uk/ and so all variations containing this 

whether in the header or in the content of an SMS Message should be blocked. 

 

6.3 P2P Transit Compliance 

6.3.1 Any SMS Message originating from a foreign network that has been sent by a 

Subscriber’s mobile handset that is routed as an A2P message as opposed to P2P 

message must be blocked.   

6.3.2 Any SMS Message originating from a UK network that has been sent by a Subscriber’s 

mobile handset that is routed as an A2P message as opposed to P2P message must be 

blocked 

6.3.3 High volumes of varying dynamic mobile number originators from the same network 

operator pre-fix should be investigated and blocked if P2P transit is suspected from that 

network.Within 24 hours of Service Provider becoming aware of P2P messages being 

routed as an A2P message, Service Provider must provide Telefonica with: 

a. The names of any offending Resellers 

b. The number of Subscribers affected, broken down by network provider; 

c. A full list of the MSISDNs of Telefónica Subscribers that SMS Messages have 

been sent to, the date and time that the SMS Messages were sent, the content of 

the SMS Messages and the sender address used; 

d. Any SMS Messages associated with the relevant P2P Transit, including A2P 

messages either from:  

i. the same Reseller targeting the Customer; and/or 

ii. using the same content/call to action; 

6.3.4 In the event that these P2P messages may cause consumer harm, Telefonica reserve 

the right to assign Admin Fees detailed in Section 6.6 and outlined in Appendix E 

 

6.4 Phishing by SMS Incident Management 

6.4.1 Should Service Provider suspect any Phishing by SMS or other fraudulent or illegal 

activity relating to the Services, Service Provider must immediately block SMS Messages 

from the relevant Reseller, Merchant or Subscriber and suspend the source of the 

activity.   

6.4.2 Within 24 hours of Service Provider becoming aware of (i) a Phishing by SMS incident 

relating to any headers on the Customer Headers List; or (ii) a Phishing by SMS incident 
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which involved more than 5,000 SMS Messages, Service Provider must provide 

Telefónica with:  

a. The names of any offending Resellers and/or Merchants;  

b. The number of Subscribers affected, broken down by network provider; 

c. A full list of the MSISDNs of Telefónica Subscribers that SMS Messages have been 

sent to, the date and time that the SMS Messages were sent, the content of the SMS 

Messages and the SMS Message headers used; 

d. Any SMS Messages associated with the relevant Phishing by SMS attack either from:  

i. the same Reseller or Merchant targeting the Customer; and/or 

ii. using the same content/call to action; and  

e. Where the Phishing by SMS incident relates to a Customer header set out in the 

Customer Headers List, written approval for the relevant Reseller and/or 

Merchant to send SMS Messages with the relevant Customer header from the 

relevant Customer. 

6.4.3 Following a Phishing by SMS incident of the type described in paragraph 4(b) above, 

Service Provider should only reinstate services on agreement with Telefónica.  

 

6.5 AIT Incident Management 

6.5.1 Should Service Provider suspect any AIT or other fraudulent or illegal activity relating to 

the Services, Service Provider must immediately block SMS Messages from the relevant 

Reseller, Merchant or Subscriber and suspend the source of the activity.   

6.5.2 Within 24 hours of Service Provider becoming aware of an AIT incident, Service Provider 

must provide Telefónica with the following information: 

a. the originating country of the AIT SMS Messages; 

b. the network provider routing the traffic to Service Provider for onward delivery to 

Subscribers; 

c. the MSISDN that the SMS Messages were sent to; 

d. the total volume of SMS Messages sent during the incident; and 

e. any other SMS Messages sent by the same Merchant or Reseller that may be 

AIT. 

 

If the information required to support Telefónica’s investigation and closure of an incident is not 

provided and/or Phishing by SMS, AIT, P2P Transit and/or A2P incidents continue to occur then 

Telefónica reserves the right to review the Services offering to Service Provider under the 

Agreement and/or Telefónica’s right to suspend and/or terminate the Agreement in accordance 

with its terms.  
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6.6 Administration Fees for failure to comply with Audit Standards 

Telefónica reserves the right to levy a range of Administration Fees to respond to Phishing by 

SMS incidents relating to headers set out in the Customer Headers List.  The charges will be 

levied according to the number of Subscribers impacting by the Phishing by SMS incident and/or 

the frequency of occurrence of similar incidents from the same Service Provider. For the 

avoidance of doubt, levying of the above Administration Fees will be in addition to and not in 

substitution of Telefónica’s contractual rights under the Wholesale Services Agreement.   
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7. RCS General Requirements 
 

The Service Provider must observe best practices when offering RCS Services. These practices 

include striving to ensure that any message sent complies with UK data protection legislation, 

consumer privacy and security. 

The requirements in the Technical Specification documentation must be adhered to, in addition 

the following standards apply: 

7.1 All use cases which contain a payment option will need to provide end to end user flows to 

be approved by O2 prior to launch. 

7.2 All use cases using Charge to Mobile and Premium SMS payment experiences must adhere 

to the current mandate and audit standards detailed in this document. 

7.3 For Charge to Mobile payment flows a separate billing ID is required for each use case. The 

standard provisioning process applies. 

7.4 For Premium SMS payment flows a dedicated shortcode is required to accurately identify the 

RCS transactions. The standard provisioning process applies. 

7.5 All adult content must comply with the BBFC standards and other relevant audit standards 

detailed in this document. 

 

8. Digital ID General Requirements 
 

Digital ID services include: SIM Swap Pull Service, Call Divert Detection Service, Domestic 

Proximity Tactical Service and the Number Recycle Service. These must adhere to the following 

requirements: 

8.1 The service provider must ensure that the services are used only for the purposes of fraud 

and risk management.  

8.2 These services are solely intended to be used to aid decision making. 

8.3 The service provider must only use the data for the purpose for which it was obtained. 

8.4 The service provider must safeguard all information given and obtained in connection to the 

use of these services. 

8.5 Where financial information is given and/or obtained, the service provider must ensure that 

they comply with the relevant laws. 
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9. Wholesale SIP General Requirements 
 

For Wholesale SIP services the service provider must ensure that the relevant compliance 

requirements are met. These include, but are not limited to: 

9.1 Completion of accreditation form detailing due diligence and risk controls carried out with 

respect to Wholesale SIP. 

9.2 Comply with the relevant Lawful Intercept requirements as set out in the Wholesale Services 

Agreement. 

9.3 Ensure board level sign off for disclosure requests. 

9.4 Ensure that disclosure requests meet the required SLAs: 

e. Grade 1: 30 minutes,  

f. Grade 2: 2 hours,  

g. Grade 3: 2 days 

9.5 Provide service and merchant information as requested. 
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Appendix A: Compliance Checklist 
 

Complete the following checklist before submitting your PRS advertisement or mobile app 

advertisement to ensure compliance with O2 rules.  

GENERAL 

☐ Deliver only products, services, and mobile apps that adhere to the specifications outlined 

in the Phone-paid Services Authority (PSA) Code of Practice; its associated Guidance Notes; 
and applicable UK laws. 

☐ Deliver only products, services, and mobile apps that adhere to the rules outlined in the 

O2 Audit Standards. 
 

CONTENT 

☐ Deliver only content appropriate to target or known age range.  

☐ Deliver evidence to substantiate claims.  

☐ Disclose pricing. 

 

FORMATTING AND LAYOUT 

Among the call-to-action, the main body of the advertisement, and the terms and conditions, display 
the following clearly, legibly, and consistently:  

 

☐ Pricing; and  

☐ Product or service description.  

 
In the main body of the advertisement, display the following clearly:  

☐ Product or service name; and  

☐ Call-to-action proximate to the pricing and distinct from nearby text or graphics.  

 
In the advertisement, display the following clearly:  

☐ Level 2 provider name;  

☐ Actual quantity of product and frequency of service customers can expect to receive; and  

☐ Free or non-premium rate UK helpline number. 

 

OPERATION AND FUNCTIONALITY 

☐ Deliver only functional content, regardless of service type or product.  

☐ Deliver helpline support throughout normal UK office hours (9:00 A.M.–5:00 P.M.).  

☐ Respond to helpline calls or to voicemail messages immediately or within one business 

day.  

☐ Obtain user consent before offering a substitute product or service. 

 

SERVICE MESSAGING 

☐ Display pricing and charge period, if applicable.  

☐ Display product or service name.  

☐ Display clear opt-out information.  

☐ Display free or non-premium rate UK helpline number.  

☐ Deliver appropriate text or email messages for purchase confirmation, opt-in, opt-out, 

billing, spend reminders, and termination. 
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Appendix B: Premium Rate Services and Audit Standards 
 

BREACHES SEVERITY ACTIONS REQUIRED 

ALL TEXT MESSAGES 

Unauthorised product or service 1 Discontinue product or service until 
O2 authorises offer in writing 

Preselected tickbox 3 Deselect tickbox 

Failure to inform user that he or she 
will receive marketing messages 

2 Inform users that they will receive 
marketing messages, if applicable 

Failure to place ‘ADVERT’ or 
‘PROMO’ before cross-promotion of 
other premium service 

2 Place ‘ADVERT’ or ‘PROMO’ before 
cross-promotion of other premium 
rate service 

Failure to identify Level 2 provider 
clearly and with accurate contact 
details 

2 Identify Level 2 provider clearly and 
with accurate contact details 

Failure to clearly display and 
describe product or service 
accurately 

2 Reconcile, among main body of 
advertisement, call-to-action, and 
T&Cs, all references to product type 

Failure to follow opt-in requirements 
as outlined in O2 Mandate 

1 Deliver opt-in message, instructing 
users to send text message to 
shortcode or to reply affirmatively 
(e.g., ‘OK’, ‘Accept’, ‘Yes’); 
alternatively, use PIN opt-in process 

Failure to send a clear and accurate 
receipt message after opt-in, 
including subscription details 

1 Deliver clear and accurate receipt 
message with all relevant campaign 
or subscription details 

Programme sends marketing 
messages without compliant opt-in 

1 Refrain from sending marketing 
messages to users who decline 
option or opt-out 

Failure to display pricing in a 
consistent, clear, and accurate 
manner 

1 Clearly display full and correct 
programme pricing, in pounds and 
pence, and charge period (e.g., 
£1.50 or 50p; £1.50/min or £1.50 per 
minute; 50p/min or 50p per minute) 

Failure to provide an up-to-date and 
relevant Privacy Policy 

2 Provide users with a privacy policy 
that is relevant to the services 
offered and up-to-date 
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BREACHES SEVERITY ACTIONS REQUIRED 

ALL TEXT MESSAGES, cont. 

Failure to provide an up-to-date and 
relevant T&Cs 

3 Provide users with T&Cs that are 
relevant to the services offered and 
up-to-date 

Failure to clearly display accurate 
opt-out information 

2 Display opt-out command, associate 
with shortcode, and preface with 
‘Reply’, ‘Send’, or ‘Text’ 

Lacks transparency in promoting 
service unrelated to service on offer 

3 State clearly in T&Cs the service on 
offer and dependent ancillary 
services 

Failure to clearly display accurate 
opt-out information for marketing 

2 Display clear and correct opt-out 
instructions for marketing 

Helpline number is either unavailable 
or not a functioning free or non-
premium rate number 

1 Implement a functioning free or non-
premium rate UK helpline 

Helpline unresponsive or inactive 
during normal UK office hours with 
no voicemail option 

1 Implement an active UK helpline that 
maintains normal UK office hours 
with a voicemail option 

Employs non-English speaking 
helpline operators 

2 Staff helpline with English speaking 
helpline operators 

Helpline number directs to company 
or person unrelated to service on 
offer 

2 Implement functioning and 
responsive free or non-premium rate 
UK helpline that provides support 
related to service on offer 

Helpline unresponsive during normal 
UK office hours with voicemail 
option; call unreturned within one 
business day after leaving message 

2 Return call within one business day 

Programme operating on 
unapproved shortcode (i.e., 69, 79, 
or 89)  

1 Discontinue service, and consult O2 
regarding service launch on 
approved shortcode 

Failure to charge user for advertised 
price (Overcharge) 

1 Charge user only for price shown in 
advertisement 

Failure to charge user for advertised 
price (Undercharge) 

3 Charge user only for price shown in 
advertisement 

Delivered content is not consistent 
with advertised product or services 

1 Reconcile delivered content and 
advertised product or services so 
that both elements are in alignment 
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BREACHES SEVERITY ACTIONS REQUIRED 

ALL TEXT MESSAGES, cont. 

Employs malvertising methodology 
outlined in Section 7 of O2 Mandate 

1 Remove advertising campaign from 
the market 

Content non-functioning 2 Discontinue delivery of non-
functioning content and replace with 
functioning content 

Content contains claims meant to 
mislead the consumer about a 
particular service or outcome 

2 Remove misleading claims from 
advertisement or service 

More than three shortcodes used to 
charge single user per service or 
transaction 

3 Use no more than three shortcodes 
to charge single user 

Contains content that causes harm 
or unreasonable offence to 
consumers, to the general public, or 
to O2 

1 Cease content that causes harm or 
unreasonable offence 

Failure to clearly indicate identity, 
current status, and relevant 
professional qualifications or 
experience of person or organisation 
dispensing advice 

3 Indicate clearly identity, current 
status, and relevant professional 
qualifications or experience of 
person or organisation dispensing 
advice 

Directly targets age-gated or age 
appropriate content at underage 
users 

1 Cease promoting age-gated or age 
appropriate content to underage 
users 

Inappropriate marketing methods, 
including, but not limited to, use of 
explicit language, used to promote 
service 

1 Refrain from using inappropriate 
marketing methods to promote 
service 

Publicly available elements of 
service contain contact details or 
other means of direct contact (e.g., 
mobile long number) with other users 

1 Remove all publicly available contact 
details or means of direct contact 
with other users 

No voiceover for TV advertisement 1 Include voiceover for TV 
advertisement 

Service exceeds transaction or 
spend limit as set by O2 or the 
regulator 

1 Update spend limit on service so that 
the maximum amount aligns with O2 
or regulator requirements 

Failure to terminate service when 
user sends STOP command 

1 Terminate service immediately when 
user sends STOP command and 
cease billing 
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BREACHES SEVERITY ACTIONS REQUIRED 

ALL TEXT MESSAGES, cont. 

Failure to inform user that service 
has been terminated 

3 Inform user via text message that 
service has been terminated 

Failure to abide by O2 Mandate 1 Discontinue service and update 
based on audit notes 

Failure to abide by O2 Mandate 2 Update service based on audit notes 

Failure to abide by O2 Mandate 3 Update service based on audit notes 

Failure to use only one shortcode per 
price point 

3 Use only one shortcode per price 
point 

Failure to comply with Operator 
Code Extension requirements A–F 
according to O2 policy 

1 Implement or display requirements 
A-F 

PSMS ONE-OFF 

Billed message pre-empts user date 
of birth confirmation 

2 Bill users for additional messages 
only after they confirm their date of 
birth 

Failure to require a robust and 
functioning age-gate for age 
restricted content 

1 Implement a functioning and robust 
age-gate for age restricted content 

No bill payer's permission disclosure 
for content targeting underage users 

1 Disclose that bill payer's permission 
is required 

Pricing exceeds £5.00 for content 
targeting underage users 

1 Remove price points exceeding 
£5.00 

Failure to terminate competition on 
end date 

2 Terminate competition or game on 
end date 

No element of skill required or free 
entry route available 

2 Require element of skill or free entry 
route for competition and game 
participants 

Insufficient competition details, 
including, but not limited to, no end 
date, applicable restrictions, tie-
breaking procedures, description and 
number of major prizes, and 
voucher's value 

3 Display clearly how competition 
operates, including applicable 
restrictions, end dates, tie-breaking 
procedures, description and number 
of major prizes, and voucher's value 
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BREACHES SEVERITY ACTIONS REQUIRED 

PSMS ONE-OFF, cont. 

Failure to accurately display 
interactive service details, including 
number of forthcoming messages, 
with clear and consistent pricing 

2 Describe clearly and accurately how 
interactive service operates, 
including whether service employs: 
virtual currency and credits as 
payment; incremental charges; likely 
total cost, if fixed charge; how users 
are charged; and, whether automatic 
top-up charge applies 

Failure to warn user regarding 
dangers of disclosing personal 
details via interactive services 

3 Display warning regarding dangers 
of disclosing personal details via 
interactive services 

PSMS CHAT 

Billed message pre-empts user date 
of birth confirmation 

2 Bill users for additional messages 
only after they confirm their date of 
birth 

Falsely promotes interactive service 
as contact or dating service 

2 Remove suggestion that opt-in could 
result in face-to-face meeting, 
including words 'meet' and 'date' 

Failure to send distinct, clear, and 
accurate spend reminder message, 
including service name or 
programme shortcode 

2 Send spend reminder message 
every time user has spent £10.00 
within calendar month, and require 
user to confirm acceptance of 
charges before continuing 

Failure to request positive 
confirmation to continue once spend 
limit has been reached 

2 Require user to provide positive 
response to confirm wish to continue 
(e.g., Reply ‘OK’ [‘Yes’, ‘Yeah’] to 
continue) 

Failure to require a robust and 
functioning age-gate for age 
restricted content 

1 Implement a functioning and robust 
age-gate for age restricted content 

No bill payer's permission disclosure 
for content targeting underage users 

1 Disclose that bill payer's permission 
is required 

Pricing exceeds £5.00 for content 
targeting underage users 

1 Remove price points exceeding 
£5.00 

Failure to terminate competition on 
end date 

2 Terminate competition or game on 
end date 
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BREACHES SEVERITY ACTIONS REQUIRED 

PSMS CHAT, cont. 

No element of skill required or free 
entry route available 

2 Require element of skill or free entry 
route for competition and game 
participants 

Insufficient competition details, 
including, but not limited to, no end 
date, applicable restrictions, tie-
breaking procedures, description and 
number of major prizes, and 
voucher's value 

3 Display clearly how competition 
operates, including applicable 
restrictions, end dates, tie-breaking 
procedures, description and number 
of major prizes, and voucher's value 

Failure to accurately display 
interactive service details, including 
number of forthcoming messages, 
with clear and consistent pricing 

2 Describe clearly and accurately how 
interactive service operates, 
including whether service employs: 
virtual currency and credits as 
payment; incremental charges; likely 
total cost, if fixed charge; how users 
are charged; and, whether automatic 
top-up charge applies 

Failure to warn user regarding 
dangers of disclosing personal 
details via interactive services 

3 Display warning regarding dangers 
of disclosing personal details via 
interactive services 

PSMS SUBSCRIPTIONS 

Competition element operating on 
charity shortcode (i.e., 70000– 
70999) 

1 Discontinue competition element on 
charity shortcode (i.e., 70000–
70999) 

Failure to clearly display accurate 
SKIP information 

2 Display SKIP command with 
associated shortcode, and preface 
command with 'to miss a gift text' 

Failure to disclose beneficiary of 
fundraising or charity programme 

2 State clearly, in main body of 
advertisement, beneficiary of 
fundraising or charity programme 

Failure to disclose sum per donation 
that will be paid to beneficiary 

2 State clearly, in main body of 
advertisement, sum per donation that 
will be paid to beneficiary 

Billed message pre-empts user date 
of birth confirmation 

2 Bill users for additional messages 
only after they confirm their date of 
birth 

Falsely promotes interactive service 
as contact or dating service 
 
 

2 Remove suggestion that opt-in could 
result in face-to-face meeting, 
including words 'meet' and 'date' 
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BREACHES SEVERITY ACTIONS REQUIRED 

PSMS SUBSCRIPTIONS, cont. 

Failure to require a robust and 
functioning age-gate for age 
restricted content 

1 Implement a functioning and robust 
age-gate for age restricted content 

No bill payer's permission disclosure 
for content targeting underage users 

1 Disclose that bill payer's permission 
is required 

Pricing exceeds £5.00 for content 
targeting underage users 

1 Remove price points exceeding 
£5.00 

Failure to terminate competition on 
end date 

2 Terminate competition or game on 
end date 

No element of skill required or free 
entry route available 

2 Require element of skill or free entry 
route for competition and game 
participants 

Insufficient competition details, 
including, but not limited to, no end 
date, applicable restrictions, tie-
breaking procedures, description and 
number of major prizes, and 
voucher's value 

3 Display clearly how competition 
operates, including applicable 
restrictions, end dates, tie-breaking 
procedures, description and number 
of major prizes, and voucher's value 

Failure to accurately display 
interactive service details, including 
number of forthcoming messages, 
with clear and consistent pricing 

2 Describe clearly and accurately how 
interactive service operates, 
including whether service employs: 
virtual currency and credits as 
payment; incremental charges; likely 
total cost, if fixed charge; how users 
are charged; and, whether automatic 
top-up charge applies 

Failure to warn user regarding 
dangers of disclosing personal 
details via interactive services 

3 Display warning regarding dangers 
of disclosing personal details via 
interactive services 

Failure to display subscription terms 
in a clear, accurate, and consistent 
manner 

2 Display subscription terms clearly, 
accurately, and consistently across 
all content 
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BREACHES SEVERITY ACTIONS REQUIRED 

PSMS CHARITY ONE-OFFS 

Competition element operating on 
charity shortcode (i.e., 70000– 
70999) 

1 Discontinue competition element on 
charity shortcode (i.e., 70000–
70999) 

Failure to disclose beneficiary of 
fundraising or charity programme 

2 State clearly, in main body of 
advertisement, beneficiary of 
fundraising or charity programme 

Failure to disclose sum per donation 
that will be paid to beneficiary 

2 State clearly, in main body of 
advertisement, sum per donation that 
will be paid to beneficiary 

VOICE 

Failure to send distinct, clear, and 
accurate spend reminder message, 
including service name or 
programme shortcode 

2 Send spend reminder message 
every time user has spent £10.00 
within calendar month, and require 
user to confirm acceptance of 
charges before continuing 

Failure to request positive 
confirmation to continue once spend 
limit has been reached 

2 Require user to provide positive 
response to confirm wish to continue 
(e.g., Reply ‘OK’ [‘Yes’, ‘Yeah’] to 
continue) 

Failure to terminate call at spend 
limit set by O2 or the regulator 

1 Terminate call at appropriate spend 
limit as mandated by O2 or the 
regulator 

Voiceover fails to mention URL link 
or print material outlining full T&Cs 

3 Articulate clearly availability of URL 
link or printed material outlining full 
T&Cs in voiceover 

No service hours of operation 3 Display clearly service hours of 
operation 

Caller prevented from or delayed in 
accessing service or key information 
unnecessarily 

1 Enable callers to reach promoted 
service or key information simply and 
without delay 

Failure to disclose that all calls to 
service are recorded 

2 State clearly in introductory message 
that all calls to service are recorded 

Failure to disclose that call details 
will appear on phone bill 

2 State clearly in introductory message 
that call details will appear on phone 
bill 
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BREACHES SEVERITY ACTIONS REQUIRED 

VOICE, cont. 

Failure to notify callers in advance 
that callers are eavesdropping on 
other callers and are unconnected to 
live operator 

2 Articulate clearly to callers that other 
callers might eavesdrop on their live 
conversations 

Service introductory message 
exceeds 30 seconds or is not 
provided 

2 Ensure introductory message is no 
more than 30 seconds; state only 
relevant regulatory messages 
required for category 

Caller can hear only operator's side 
of conversation 

3 Allow callers to hear both sides of 
conversation between operator and 
caller at all times 

CHARGE TO MOBILE 

Facilitates ability to place bets 1 Discontinue betting tipster service, or 
set-up as remote gambling service 

Failure to inform users that 
remaining credit is lost when 
webcam session is terminated 

2 Disclose that users lose credit on 
webcam session termination (e.g., 
closing webcam window, tab, or 
browser) 

Falsely promotes interactive service 
as contact or dating service 

2 Remove suggestion that opt-in could 
result in face-to-face meeting, 
including words 'meet' and 'date' 

Failure to require a robust and 
functioning age-gate for age 
restricted content 

1 Implement a functioning and robust 
age-gate for age restricted content 

No bill payer's permission disclosure 
for content targeting underage users 

1 Disclose that bill payer's permission 
is required 

Pricing exceeds £5.00 for content 
targeting underage users 

1 Remove price points exceeding 
£5.00 

Failure to terminate competition on 
end date 

2 Terminate competition or game on 
end date 

No element of skill required or free 
entry route available 

2 Require element of skill or free entry 
route for competition and game 
participants 

  



 

© 2022 Telefónica UK Limited 

43 

BREACHES SEVERITY ACTIONS REQUIRED 

CHARGE TO MOBILE, cont. 

Insufficient competition details, 
including, but not limited to, no end 
date, applicable restrictions, tie-
breaking procedures, description and 
number of major prizes, and 
voucher's value 
 

3 Display clearly how competition 
operates, including applicable 
restrictions, end dates, tie-breaking 
procedures, description and number 
of major prizes, and voucher's value 

Failure to accurately display 
interactive service details, including 
number of forthcoming messages, 
with clear and consistent pricing 

2 Describe clearly and accurately how 
interactive service operates, 
including whether service employs: 
virtual currency and credits as 
payment; incremental charges; likely 
total cost, if fixed charge; how users 
are charged; and, whether automatic 
top-up charge applies 

Failure to warn user regarding 
dangers of disclosing personal 
details via interactive services 

3 Display warning regarding dangers 
of disclosing personal details via 
interactive services 

Failure to display subscription terms 
in a clear, accurate, and consistent 
manner 

2 Display subscription terms clearly, 
accurately, and consistently across 
all content 
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Appendix C: Security Framework and Accreditation 
 

1.1 These requirements should be read in conjunction with all relevant PSA guidance. 

1.2 All transactions using the O2 Charge to Mobile Platform (C2M) are conducted by 

Intermediary Providers whose systems meet the standards set out in this and related 

documents. Compliance to those standards is an ongoing obligation for Intermediary 

providers who wish to continue to conduct business and is subject to formal review not less 

than once a year. Intermediary providers must ensure that the connections between them 

and their Level 2 providers are considered of equal importance to those between 

themselves and the Mobile Network Operators MNOs) 

1.3 All Intermediary providers should implement and act on a Coordinated Vulnerability 

Disclosure scheme (For the avoidance of doubt this should be the latest CVSS and 

OWASP versions). The accompanying internal processes for handling the disclosures 

need to be established too.  

The International Organization for Standards (ISO) has standardised Coordinated 

Vulnerability Disclosure as ISO/IEC 29147:2014 (https://www.iso.org/standard/72311.html).   

1.4 A security risk register using the latest version of CVSS must be set up, maintained and 

kept up-to-date, subject to audit at any time.  

1.5 In any test, all tests scored with vulnerabilities of CVSS 1.0 or higher must be captured in 

the security risk register and are subject to audit at any time. Vulnerabilities of CVSS 4.0 

or higher must be rectified within a timeline according to severity which must be proposed 

by the Intermediary provider and agreed with O2.   The Intermediary provider will be 

considered non-compliant until re-tests confirm that the vulnerabilities are rectified to the 

satisfaction of the O2 security team. The tests which revealed the relevant vulnerabilities 

must be re-run [in the month] following the expiry of the agreed rectification period. The 

CREST accredited tester to test after rectification period at Intermediary providers cost to 

check that they have been rectified.  

1.6 Vulnerabilities that are found not to have been rectified must have a risk analysis performed 

by external auditor and following that the Intermediary provider must submit to O2 a “Get 

Compliant Plan” including fixed dates and a business justification for the decision by senior 

management that has been endorsed by their CREST Accredited independent third party 

tester.  This Plan cannot be considered a mitigation of the issue. Failure to comply with the 

Plan will ultimately lead to suspension and/or revocation of Intermediary provider’s status 

as compliant or refusal to confirm compliance in the case of a prospective Intermediary 

provider. 

1.7 Intermediary provider must have a Board level nominated Authorised Signatory for 

Security. 
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1.8 All Intermediary providers must demonstrate that they have permanent full time or full time 

equivalent staffing for security and fraud whose role includes but is not limited to: 

1.8.1 ensuring that the Intermediary provider has a strong defensive stance according to Annex 

4 technical standards; 

1.8.2 auditing a regular security patching regime within the organisation; 

1.8.3 coordinating regular third party testing against systems and to act on the 

recommendations, including prior to the release of new systems and features; 

1.8.4 acting as a nominated SPOC (Single Point of Contact) for O2 and other parties for security 

matters; 

1.8.5 leading investigations into security related issues and coordinate responses and fixes 

throughout the issue / incident lifecycle; 

1.8.6 reviewing any proposed updates to payment platforms and veto any launch which is not 

secure. 

1.8.7 Responsible for a security risk register using the latest version of CVSS, maintained and 

kept up-to-date. 

1.8.8 keep up to date with protocols from other areas such as the O2 Code of Practice. 

1.8.9 ensure Level 2 providers are accounted for within the Level 1 testing and accreditation 

processes. Due Diligence and Risk Control protocols require that the Level 2 should not 

deliver the Level 1 risk therefore it would be a matter of best practice to ensure your 

Level 2 customers carry a similar Crest accreditation within a reasonable time of 

becoming a client.  

1.9 Intermediary provider must ensure development staff have plans for ongoing adequate 

training in secure development techniques and have an understanding of the relevant 

technical security risks and threats. 

1.10 Intermediary provider must explain to O2 during the annual review how active threat 

monitoring measures are implemented. 

1.11 Intermediary provider must explain to O2 during the annual review the operation of anti-

fraud systems which can monitor systems and alert staff members who must act on alarms 

and alerts in a timely manner. 

1.12 Intermediary provider must confirm that they enforce contractual arrangements with 

merchants to ensure that rogue merchants can be immediately suspended and cut off 

when fraudulent activity is identified and that they require robust due diligence policies to 

be in place. 

1.13 The organisation is currently registered and has never been barred from operating PRS in 

the UK as a consequence of an adjudication made by PSA. 

 

Annual Independent Testing 
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Phase 1 - Baseline definition and coding:  

CREST accredited tester will need to perform some custom development and code to ensure that 

interaction via a testing environment is possible and to ensure that the target services can be 

accommodated.  

Testing approach and methodologies - As a baseline, they will be based around the “OWASP Top 

10” as well as specific aspects which are identified but not limited to: 

• Weak encryption 

• Failure to “time out” purchases  

• Poor system components  

• Poor control of payment pages  

• Unnecessary functionality 

• Poor system oversight of transactional trends  

Phase 2 – Establish a testing environment and execution of penetration tests  

CREST accredited tester will perform penetration testing whilst acting as a “dummy merchant” to 

test the Intermediary provider and third-party payment systems.  

Reporting  

CREST accredited tester will deliver a report based on the research undertaken. The Report 

should include:  

• The relevant detail and the ability of each Intermediary provider/third-party platform to 

deliver verification of consent to payment with particular focus on any weaknesses to 

obfuscate pricing detail, etc. 

• The relevant detail and the ability of platforms to track/flag transactional indicators of 

impending attack. 

• Innovation: Outlining technical and/or security standards which could be introduced to 

develop this area further.  

• Future recommendations – stating how further problems could be mitigated. 

• Regular “dummy” adversarial and penetration testing of Intermediary providers and third-

party payment systems. 

• Enhanced review and analysis on customer data points to help focus future efforts on areas 

of greatest concern.  
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Technical guidance 

The following are a list of technical standards which the PSA expects all payment and/or consent 

verification platforms to have in place whilst operating any phone-payment transactions. In order 

to prevent depreciation of the standards as technology and attack vectors evolve, this list will be 

reviewed and updated with consultation as appropriate by the PSA on an annual basis:  

• all platforms should be hosted strictly independently of any Level 2 provider.  

• all platforms should use Transport Layer Security (TLS) protocols at version TLS 1.2. 

• all platforms should have in place a strong Content Security Policy (CSP) to restrict 

resource usage. 

• browser Cross-site Scripting (XSS) mitigations should be enabled on all platforms by 

default. 

• HTTP Strict Transport Security (HSTS) headers should be enabled on all platforms by 

default. 

• HTTP headers should protect against clickjacking.  

• any phone-paid transaction should only occur over correctly validated HTTP connections. 

• payload protection should be implemented in order that it cannot be edited partway through 

a transaction. 

• rate limiting should be in place for login attempts, in order that “brute force” password 

guessing is prevented. 

• authentication cookies should be encrypted by default on all platforms. 
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Appendix D: Charge to Mobile and Online Terms 
 

O2 Charge to Mobile is a technical payment mechanism and scheme developed by O2 to make 

buying digital products and services via a mobile phone or other device simple and clear for you 

and enabling you to charge these purchases to your mobile monthly account or prepaid credit. 

The scheme is operated by parties (called Trusted Payment Intermediaries) that contract to O2 to 

provide the relevant information to you so that you can make your own decision about the 

purchase. O2 is not a legal entity and is not a party to any transaction for products or services. 

When you make the decision to purchase and indicate your decision by pressing a button or an 

appropriately worded icon, you agree a contract with the party selling the product or service ("the 

seller") that you will pay the price detailed by charging the purchase to your monthly account or 

prepaid account provided by your network. (If you are not the bill payer you must secure their 

permission prior to the purchase.)  Your contract is with the party selling the product or service 

("the seller") not with O2. O2 has agreed with the seller simply to charge the amount directly to 

your bill or prepay account. Once this charge has been authorised by you, the seller must provide 

the product or service detailed and you must pay O2 (for monthly accounts) the amount charged. 

You are therefore wholly responsible for checking that you are happy with the price, the product or 

service and the seller before making a purchase commitment. 

When choosing to pay by your mobile account or prepaid credit, you have either provided your 

mobile number to the payment intermediary or you have agreed for O2 to pass your number 

directly. If you did not opt into marketing (by ticking the relevant box), the seller may use your 

mobile number in accordance with its privacy policy, terms and conditions. 

You have 14 days from the date of the purchase to change your mind, cancel the purchase and 

receive a refund. You will need to contact the [seller][merchant] on the contact number given in the 

receipt that you will receive after the purchase is made. The [seller][merchant] may have asked 

you to agree to an immediate delivery of the service or content and in doing so, you will have 

waived your right to cancel. If your purchase is a subscription service with a recurring charge, then 

you have the right to cancel the service and all future charges by following the instructions given 

in the text message sent to you after your purchase. Other rights that you may have (statutory or 

otherwise) including rights related to faulty or incorrectly described goods are between you and 

the [seller][merchant] and any enquiries or disputes must be addressed directly with them using 

the phone number provided in the receipt message. O2 has added value in terms of access, 

search, the rules of use and the charging mechanism and you can escalate any dispute between 

you and the seller to O2 for them to take a decision as long as you have discussed the dispute 

with the seller and can provide evidence of that discussion to O2. 
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The operation of this payment facility is regulated under the Phonepaid Services Authority Code 

of Practice and is bound by the Consumer Contracts (Information, Cancellation and Additional 

Charges) Regulations. 
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Appendix E: Phishing by SMS admin fees 
 

INCIDENT ACTIONS REQUIRED ADMIN 
FEE 

Phishing by SMS Attempt Service Provider to provide a list of the 
monthly volume of blocked SMS Messages 
featuring headers on the Customer 
Headers List to Telefónica 

N/A 

Phishing by SMS incident – 
affecting one or more Customer 
Header 
First Phishing by SMS attack affecting 
0-2000 Subscribers 

Service Provider to terminate the relevant 
SMS Messaging campaign and pay the 
Administration Fee 

£2,500 

Phishing by SMS incident – 
affecting one or more Customer 
Header 
First Phishing by SMS attack affecting 
2000 + Subscribers 

Service Provider to terminate the relevant 
SMS Messaging campaign and pay the 
Administration Fee 

£5,000 

Phishing by SMS incident – 
affecting one or more Customer 
Header 
Second Phishing by SMS attack 
affecting 0-2000 

Service Provider to terminate the relevant 
SMS Messaging campaign and pay the 
Administration Fee 

£5,000 

Phishing by SMS incident – 
affecting one or more Customer 
Header 
Second Phishing by SMS attack 
affecting 2000+ 

Service Provider to terminate the relevant 
SMS Messaging campaign and pay the 
Administration Fee 

£10,000 

Phishing by SMS incident – 
affecting one or more Customer 
Header 
Third Phishing by SMS attack 

Telefónica may suspend and/or terminate 
the Services provided to Service Provider.  

N/A 
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Appendix F: Customer Headers List 
 

   

O2UK BankOfScot 60190 

O2More Halifax 60263 

O2 UK LloydsBank 60135 

O2-UK NatWest 60167 

O2Moments RBS 60168 

O2(UK) Santander 60169 

MyO2 Cahoot 60175 

O2Priority CaterAllen 60176 

 SanUK 60177 

O2Guru Barclaycard 61222 

o2wifi Barclays 62555 

O2Open BarclaysPBA 64555 

O2: BarclaysSN 80313 

O2Repairs BarclaysPPI 80402 

My O2 Bus bPay 82020 

O2AutoTopup PINGIT 83300 

O2Business giffgaff 60170 

O2Family UK_Gov 60173 

O2 Telecoms  60174 

O2Preorder  60183 

O2 Priority  60179 

21332  60192 

O2ThinkBig  60194 

O2Roaming  60196 

O2 Academy  60198 

O2Rugby  60262 

O2  88544 
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O2 Alerts  60216 

O2 Events  60249 

O2 SOFT  60193 

O2_Data  60264 

O2 SOTF  60275 

62277  60276 

O2 Stores  60278 

50202  60279 

O2Alerts  43430 

GoThinkBig  43431 

O2Drive   

O2SmartHome   

O2WorldChat   

2424   

 

 


